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UKNDA COMMENTARY No.12

National Security Strategy and
Strategic Defence and Security
Review 2015: An Appraisal
INTRODUCTION
The dust has settled from the launch last November of the Conservative Government’s National Security Strategy
and Strategic Defence and Security Review (NSS & SDSR 2015). In our UK National Defence Association
(UKNDA) Commentary No 11 (Evaluating SDSR 2015), we presented a check-list with which the reader could
evaluate the SDSR’s fitness for purpose. We will refer to this list as we review the combined publication subtitled
‘A Secure and Prosperous United Kingdom’.
Our work confirms what first impressions suggested, namely that this helpfully combined document is a deft
and well-presented piece of work, which goes some way towards repairing the damage done to the UK’s Armed
Forces and our international reputation by SDSR 2010. What is less clear is the willingness of the Government
to budget realistically for the cost of the SDSR’s aspirations.
As will emerge from our detailed comments below on the three Armed Services, the extra expenditures needed
to fill most but far from all the identified defence and security gaps have for the most part been deferred by
between five and ten years. The result is that Britain will continue to lack
essential assets and be vulnerable for many years ahead. The Government has
... what is less clear
committed to a floor of 2% of GDP for defence and security, the NATO
is the willingness of
minimum, but is this also a 2% ceiling? The NATO requirement is to spend
the Government to
what is needed; 2% is a minimum. The much-needed extra defence expenditures
budget realistically
arise, it appears, mostly from the expected annual increases in GDP. SDSR15
for the cost of the
would therefore seem, like its predecessor, essentially budget-driven.
SDSR’s aspirations.
Two components underpinned our check-list: first, the changes to the security
environment since 2010, acknowledging the weaknesses exposed in our defence capabilities since that date
and, crucially, the need for declaring our strategic aims with a clear vision of our place in the world; and, second,
the proposed implementation of these ambitions and the implications for the Armed Forces.
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THE FOUNDATIONS OF THE REVIEW
The Prime Minister in his Foreword to the joint document noted that:
‘... the threats to our country are growing ...’

… whilst force structures
can be dismantled almost
overnight, restoring
them takes a long time.

It is true that the rise of the so-called Islamic State (IS) and the crisis in
Ukraine and the Crimea are relatively recent, but instability in the Middle
East erupting from the Arab Spring confronted us before the ink was dry on SDSR 2010. Yet the Government gave
higher priority to ‘the difficult decisions to bring down our deficit and restore our economic strength.’
As a result, the Government has taken serious risks with our security which, by exposing our weaknesses, have
contributed to the situation we currently face, and are part of the reason why the PM opines that ‘the world is
more dangerous and uncertain today than five years ago’.
It would have been more honest to have fully admitted the weaknesses exposed post 2010 in our defence
capabilities; for whilst some of these are indirectly addressed by the proposed additions to the front line – for
example, frigate numbers and Typhoon squadrons – the implication is that such weaknesses emerged only recently.
In reality, the weaknesses were apparent in 2010 during the Libyan conflict, and confirm the maxim that ‘whilst
force structures can be dismantled almost overnight, restoring them takes a long time.’ The International Institute
for Strategic Studies (IISS) published that the 8% defence spending reduction over five years, made in SDSR10,
produced an effective 20%-30% reduction in overall conventional military combat capability across the three
Services. SDSR15, even when implemented, will not fully restore what has been lost.
The latest Review has, nevertheless, come a long way from its ‘horizon scanning’ predecessor intent on savings,
and confronts the need to face both state-based threats and those that come from terrorism that recognizes no
borders. SDSR15 identifies four particular challenges that will drive UK security priorities:
i. The increasing threat posed by terrorism, extremism and instability.
ii. The resurgence of state-based threats; and intensifying wider state competition.
iii. The impact of technological developments, especially cyber threats.
iv. The erosion of the rules-based international order, making it harder to tackle global threats.
These threats neatly cover the functional spectrum, though the Review significantly omits the military growth
of China, the opening of the Arctic Ocean and the issue of Article V obligations against Russian threats to the
Baltics. Cyber vulnerabilities are addressed, although some might think that the wider subject of operating in
the digital age demands a more comprehensive discussion.
Nevertheless, SDSR15 sets out the broad challenges to our security and meets this aspect of ‘fit for purpose’.
Most importantly, it spells out the vision for – ‘a secure and prosperous United Kingdom ... with global reach
and influence.’
Three Objectives are then listed: No. 1. Protect our people; No. 2. Project our global influence; and No. 3:
Promote our prosperity.
Whilst there is nothing excitingly new in the means by which Objectives 1 and 3 are to be achieved, there is
welcome coherence and additional resource given to the task. Increased funding for security and intelligence staff
is clearly vital. Special Forces rightly get special attention. SDSR15’s renewed focus on deterrence is welcome
and is something that we have called for previously; we hope that this implies a proper balance of conventional
and nuclear forces to underwrite flexible response. We note with approval the formation of the National Cyber
Centre led by GCHQ, and the general coverage of cyber matters. The more productive use of Department for
International Development (DfID) funds is certainly a step forward, in particular in the anti-corruption field.
Projecting our Global Influence, No 2, is the most far-reaching of the objectives, carrying with it a recognition
that our security can be advanced in the future by a greater engagement in those areas where instability – so often
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the breeding ground for terrorism – is rife. The benefits that can be achieved
The UK is increasingly
from soft power, backed by the use of the hard power element of what is
flying blind as the FCO,
described as ‘Defence Engagement’, is a welcome vision of the future. In
once the envy of the
Commentary No 11 we advanced the view that such a strategy was not only
world, is diminished.
correct but would need leadership for the full-spectrum engagement
implied, and that this should reside with the Foreign & Commonwealth
Office (FCO). In reality, the UK is increasingly flying blind as the FCO, once the envy of the world, is diminished
and urgently needs resuscitation. The intention to direct 50% of DfID money to fragile states is a step forward.
Whilst many good things are identified for increased funding and thus contributing to the strategy (eg BBC
World Service and British Council), together with an emphasis on closer working across government through
various joint units, we did not find clarity on the responsibility for, and leadership of, full-spectrum engagement.
Yes, but which is the leading government department
and does that department have the resources and
quality to do the job? Further explanation is required
to give this excellent initiative necessary teeth.

‘Our approach requires a consolidated,
whole-of-government effort, using our
diplomatic, development, defence and
law enforcement capabilities, as well
as drawing on external expertise.’

Despite the welcome clarity of the national security
objectives, there are those who consider the Review
has failed to establish a clear overarching framework
and strategy. Purists look for evidence of national purpose, where the relationships with Europe and America
are clearly spelled out; a statement indeed of our role in the world and the means by which we sustain it. Others
who wish to avoid the tie of strategic objectives, preferring agility in responding to rapidly changing events,
will not welcome an engagement strategy which demands both long-term commitment and the provision of
necessary resources.
We believe that what is described offers an important opportunity to rebuild our influence in the world whilst
helping to shape events benefitting both national and global security. The key will be in the marshalling and
co-ordination of the nation’s expertise and necessary resources into an effective whole.
Whilst reservations will remain, we consider that the review has broken the mould by charting a strategic approach
to security absent from SDSR10, and deserves conditional support. That condition is appropriate funding.

THE ELEMENTS FOR SUCCESS
The second component of our check-list was concerned with the implementation of this approach to our future
security needs and its implications for our Armed Forces. Crucial in this is the nuclear deterrent and its
replacement and what this could mean for our conventional forces.

The Nuclear Deterrent
The announcement that the Trident submarines are to be replaced is encouraging, although there is a substantial
risk that, unless costs are strictly controlled or budgets increased, there will be a severe adverse impact on the
conventional force structure which might undermine the credibility and value of the interdependence of both
the nuclear and conventional deterrent.
It is planned to procure the submarines by a novel contracting strategy to reduce the financial risks although
these have been controlled by the rather cruder method of a 33% contingency. It is unclear why what is described
as a like for like replacement following on the heels of the Astute SSN programme should carry so much
technical risk; although action is needed to ensure that appropriately trained manpower, required also in
the civil nuclear industry, is recruited and retained. The first submarine is due to enter service in the early 2030s,
requiring an unprecedented life extension of the current submarines. Moreover, there will be a need later for a
separate programme to develop a new (American) missile and (British) warhead. The decision to build the
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Successor submarine is welcome, but the financial, manpower and technical risks appear considerable, and any
of the factors described above could damage the deterrent.

Cyber Warfare
SDSR15 highlights the increasing reliance of government and business on network technology and the
consequent vulnerabilities to hostile attack. The threat is asymmetric and global. A cyber attack on the UK
would be treated as seriously as the equivalent conventional attack and the reminder of NATO’s Article V
obligations in this regard is a notable recognition of the Government’s attention to this matter.
The recruiting of 1,900 extra security and Intelligence staff, whose work will include response to and deterrence
of terrorist and cyber attack, and the investment planned of £1.9Bn over the next five years, is encouraging.
Key to the success of this investment will be the updated National Cyber Security Strategy to be published this
year and the National Cyber Security Programme, together with the new National Cyber Centre operating under
GCHQ leadership. This centre will provide assistance to companies and the public, simplifying access. The
Armed Forces will be provided with advanced offensive cyber capabilities, drawing on the partnership between
the MOD and GCHQ in this field.
All of this is welcome; it remains to be seen how quickly these plans materialise and the coherence between
agencies, together with the adequacy of the funding for this rapidly growing threat to national security.

Our Armed Forces – Adaptability and Flexibility
The intention to build on Joint Force 2020 to develop a new Joint Force 2025, increasing the Armed Forces’
ability to deploy quickly and for longer with new technology, is a fine ambition. But, as Joint Force 2020 has
yet to be funded fully, there will be challenges to achieving this unless major savings can be found from
other activities, or budgets are increased.

Naval Forces
The Government’s recognition that the Navy has been reduced too far, both in respect of warships and manpower,
is a welcome acknowledgement of the reality, and the proposals to correct it are a sensible first step. However,
the current surface combatant fleet is seriously over-worked and rapidly ageing. Replacement of, and increase
in, frigates are urgent, both in a world in which maritime trade is of great importance and in which new areas of
maritime dispute are opening both in the China Sea and the Arctic.
This will require highly competent management of the limited
The 1998 Strategic Defence
industrial
resource if the announced plan is to be achieved.
Review called for 32 destroyers
and frigates, by 2005 this was
down to 24 and after the 2010
review to 19. Today three
of these are in ‘reserve’ so
that the surface fleet has
effectively been halved.

Even more serious is the manpower situation. Some of the
existing fleet has already effectively been placed in reserve
because of shortages of key skills. The manpower enhancement
announced is about 10% of the acknowledged manpower gap.
The ill-advised decision to run naval manpower down in the 2010
review will take much longer to repair than it was to implement
and urgent action is required. Adaptability has been the hallmark
of RN personnel; how this will be retained in the face of manpower shortages is uncertain. At present, capability
of both surface and sub-surface fleet remains reduced. On these naval issues the jury is out.

Land Forces
We welcome the commitment not to reduce the Army below 82,000. However, recruiting and retaining the right
calibre people to man an Army even of this size present something of a problem. The Reserve cannot recruit
and retain sufficient people and this is likely to get worse as the economy improves. Questions over training
attendance also place manning for war in doubt. Upgrading the helicopter fleets and Warrior armoured fighting
vehicles is also to be welcomed. Difficulties in recruiting reservists parallel the uncertainty of retaining skilled
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regular personnel when terms and conditions of service are under threat. The evidence available suggests that
funding for improved conditions and for training of the right sort has not been secured sufficiently to encourage
retention. It is hard to see the efficiency savings required from the armed forces of £11Bn over the next
five years helping to restore the loss in confidence in careers, a feature which has characterised the period
since 2010. This will be a major challenge for the Chiefs of Staff which may not be achievable without further
damage to service morale. There must be concerns, too, over continual focus
on political correctness and risk aversion with the growing danger that the
Defence Engagement
army of the future will be well trained in law but not for war.
is as yet unfunded.
Moreover, Defence Engagement, of which much is made in the review, and
which should involve a significant Army commitment, is as yet unfunded; whilst funding the rapid deployment
needs of the two new Strike Brigades is essential if they are to be credible. They must be resourced for readiness
and this does not come cheap.
Whilst the ambition to deliver a modern, capable and sophisticated force is welcome and in line with the likely
threats, the reality of achievement within identified resources is opaque.

Air Forces
Acknowledging gaps created by SDSR10, the Government has endeavoured to build a flexible and adaptable
force ready for the challenges of the 21st Century. Nine P-8A Poseidon MPA aircraft are to be procured without
a lengthy competitive procurement process. The force will provide
a key capability but not for another five years, and may eventually
From a fast jet force of 33
replace the JSTARS/Sentinel aircraft. However, possible fitting of
squadrons at the end of
British equipment and more detailed negotiation with Boeing may
the Cold War, the RAF had
see costs rising.
17 in 2003, 12 in 2010 and
was down to 7 by 2014.

20 Protector Remotely Piloted Aircraft (RPA) will replace the
rapidly wearing-out Reaper RPAs, providing a welcome
enhancement to surveillance and attack operations in benign air defence environments and, together with the
updating of Sentry, the run-on of Sentinel and the increase in numbers of Shadow aircraft, will provide the UK
with a world-class surveillance capability.
The numbers of combat aircraft will remain tight. Tasking in the Baltic Area, permanent operations in UK
airspace, protecting the Falklands, and conflict against IS in Iraq and Syria, stretches current force levels and
personnel to capacity. It was clear in November 2014 that seven squadrons were insufficient to meet the task.
A Tornado Squadron was reprieved from disbandment.
Now, two additional squadrons of early Typhoon are to be fielded, the Typhoon radar is to be upgraded, and the
later versions will carry Brimstone and Storm Shadow introduced by 2018. The 3 Tornado squadrons are planned
to retire in 2019; but this will reduce operational Squadrons to eight, surely insufficient to deliver sustained
operations at current rates.
Purchase of the remaining 96 F-35s,
Whilst 42 F-35B are soon to be purchased, they will
whether A or B versions, will go a long
not provide a fully operational air wing of 24 F-35s
way to plugging the gaps but funding for
for just one carrier until 2023. Although they may
these are, it seems, SDSR 2020’s problem.
be able to take some of the load, the requirement for
Carrier work up, and the SDSR aspiration to support
commitments such as the Five Power Defence Agreement in the Far East, mean that realistically only one F-35
squadron would likely be available, and this would not be until 2023 after both have become operational.
Furthermore, Force 2025, outlined in SDSR, envisages the deployment of an army force of 50,000 supported
by an air group. Current levels of tasking mean that air group could only be provided by allies, or by withdrawing
from ongoing operations.
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Ensuring Supply of Key Equipment and Support
A key part of the national defence effort is a defence industry capable of supplying vital parts of the force
structure. Successive attempts over the last two decades to produce a national policy and strategy have foundered
on the insufficiency of orders provided to keep many industries efficient and profitable, despite government
restrictions which require some key capabilities to remain under sovereign control. The commitment in the review
to assisting Small and Medium Size Enterprises (SMEs) is welcome; their experience until now is that Prime
suppliers have almost completely hijacked what was available. SMEs cannot endure the lengthy procurement
processes but it is SMEs not Primes who are most capable of reacting fast to new requirements; a truly adaptive
defence force will be best served by significant numbers of SMEs, and Governments need to factor this into
their procurement policy now. Cyber is a clear example. Moreover, cutting civil servants by close to 30% will
add to the procurement problem as many of them took the place of military personnel after the 2010 review.
Whilst it is true that off the shelf purchase offers some immediate price advantage, in the longer term it carries
greater risks. It is difficult to retain control of through life spares and support, to obtain any priority in the
production line for one’s own needs or to replace equipment lost in combat swiftly. Of these, the last is probably
the most dangerous.
This risk goes further. The virtual loss of, inter alia, the British steel industry may leave our shipbuilding and
other industries hostage to disruption of world trade in time of crisis or to a refusal to supply goods by a party
who does not support our particular military or political aims. Whilst the solution to this is not easy to find, the
overall defence and security strategy must take account of factors such as these.

The Risk in Deferrals
The Successor nuclear deterrent
Whilst the three Services are to see improved capabilities,
should offer excellent value for
they will not usually receive them until years after they are
money with costs likely to be of
needed; and the numbers, whether it be ships, aircraft, Force
the order of £1Bn a year, equivalent
2025 or the critical trained manpower, will remain a
to just 0.8% of the NHS budget.
weakness. This leaves Britain vulnerable to a threat regime
which the Prime Minister acknowledges to be both severe
and increasing. Take the MPA as an example: this is a vital capability whose absence in the last five years has
proved a matter of much concern. Its replacement will not start for another five years, leaving us totally reliant
on allies when an increasingly aggressive Russia is probing our defences. Our vital nuclear deterrent will remain
at risk over this period. Is this acceptable? Can we not accelerate that programme one way or another?
Taken as a whole, the deferrals do not encourage confidence that our weaknesses, so obvious since 2010, are
being addressed as urgently as the review would have us believe. The lesson of 2010 is that events happen
virtually overnight – the Arab Spring and Crimea for example, and we will be little better prepared to deal with
them before 2020 at the earliest.

The 2015 Spending Review
Financially, the SDSR was better than many feared and should provide some stability, with future defence savings
returned to the MOD. However, as RUSI has recently observed, what the SDSR does not say is of concern. There
is, it seems, no provision for historical high-technology inflation (2-3%); many financial decisions have been
deferred with consequent uncertainties for future budgets. Examples include Cyber strategy, a ship-building
strategy, the Apache upgrade, Sentinel run-on costs, Ajax vehicle procurement, Vanguard submarine life extension
and the cost of the Poseidon P-8A. The last two cause particular concern. Life extension of the old Vanguard
fleet to the mid-2030s could be both costly and operationally risky, possibly even absorbing most of the £10Bn
contingency funding allocated for the new submarines. In addition, the costs of the Poseidon MPA are in doubt;
they may rise from Anglicisation of equipment, or from detailed negotiations with the Pentagon and Boeing.
This may lead to loading future budgets or, worse still, leasing, as was the case with C-17.
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There are wider uncertainties as well. Most of the ‘new’ money will actually come from MOD savings, in
personnel reductions and sales of real estate. Disposal of land is unlikely to be as profitable as envisaged.
Personnel increases in the RAF and RN establishment are unlikely to satisfy the needs of the carrier fleet and
the Poseidon force, while the loss of near 30% of the civil servants may induce increased use of consultants, or
contracting work elsewhere. Moreover, freezing military pay increases to just 1%, and reducing allowances,
will adversely affect retention.
In the Prime Minister’s SDSR Foreword, and in the Chancellor’s Spending Review and Autumn Statement,
‘economic security’ is prioritised ahead of ‘national security’. Perhaps understandable in 2010 when confronted
with the chaos of the national budget, but it is hard to accept this view today when threats are increasing, and
the budget improving. ‘The first duty of government’ must surely be
the security of the realm and any hard-headed cost/benefit analysis
After being cut by 8% in
of the value of prudent defence spending shows it. If Russia annexed
real terms since 2010,
one of the Baltic States, the huge damage to the European economy,
defence spending is now
and hence to Britain’s exports and GDP, would dwarf the savings on
due to rise by around 5% by
defence. Deterring such adventurism through sensible provision of
2020/21 – a net loss of 3%.
capabilities now is surely money well spent. We should admit that
even if all the SDSR15 plans are implemented in full, the defence
budget will be some 3% below where it was in 2010. With growing concerns over the world economy, and the
uncertainties described, the Chancellor will be challenged to deliver.

THE POST REVIEW PERIOD
Since its publication in late November, the passage of events in the world has confirmed the Prime Minister’s
view that the world is more dangerous than in 2010.
Once again it is the Middle East which has set the pace. Russian support for the Assad regime has stepped up,
creating major schisms with Turkey. The shooting down by Turkey of a Russian aircraft ups the military challenge,
and has soured prospects of establishing joint actions in combating IS and establishing a pluralist regime in Syria.
Saudi-Iranian relations are at rock bottom after the execution of a Shia cleric in Saudi Arabia. This adds further
to instability in the region and also threatens a solution in Syria.
IS has extended its operations in Libya and is active across the world, intent on causing the maximum chaos
and attracting excessive retribution. This may be a response to setbacks in Iraq and Syria where air strikes have
affected IS ability to operate. Nevertheless, the wider threat from IS has been demonstrated effectively in Paris
and elsewhere and the only glimmer of light is that the threat is to both the West and Russia, with potential for
improved co-operation. It will be a long haul, as the Government has made clear.
The refugee problem is creating major fissures in Europe. It is surely obvious that uncontrolled immigration
and open borders are storing up massive social and security problems for the future. The time is well past when
the United Nations must be more active in providing safe havens for refugees close to Syria and in North Africa
– with a view to returning these desperate people to their homeland when the situation allows.
In the Far East, North Korea has stated that it has detonated a hydrogen bomb and has launched a missile with
inter-continental range, and China has landed aircraft on disputed islands adding to the tension in this part of
the world.
All this underlines the need, as expressed in the Review, to engage the roots of instability, working wherever
possible with allies. The United Kingdom has shown over the years an ability to influence for good emerging
nations; we have a portfolio of soft power expertise which can both add to our security and regain the influence
lost in recent years. Standing behind this must be a robust military capability, properly equipped and trained.
This Review has proposed a way ahead for the nation’s security which we applaud in its ambition. It remains
now for its fine words to be translated into action, and that is very likely to require more and earlier funding
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than the SDSR appears to command. Moreover, manpower deficiencies in the FCO and the armed forces both
military and civilian could thwart ambitions. The next three years will show whether SDSR 15 is indeed the
sea change implied and has met the challenge of fit for purpose.
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